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Below is a complete list of all possible privileges and their description. For more information, seePermissions.

Name
auditingevent.view
authenticator.add
authenticator.modify
authenticator.remove
authenticator.view
catalog.cancel
catalog.media.add
catalog.media.modify
catalog.media.remove
catalog.media.view
catalog.modify
catalog.question.add
catalog.question.modlify
catalog.question.remove
catalog.question.view
catalog.request
catalog.review.add
catalog.review.remove
catalog.review.view
catalog.view
category.add
category.modify
category.remove
category.view

certificate.add

certificate.modify
certificate.remove
certificate.view
conditionset.add
conditionset.modify
conditionset.remove
conditionset.view
connector.add
connector.modify
connector.remove
connector.view
contact.view
content.add
content.adduser
context.add
context.modify
context.remove
context.view
credential.add
credential.modify
credential.remove
credential.view
deployment.add
deployment.modify

Description

View auditing events
Create authenticators
Modify authenticators
Remove authenticators

Allow viewing authenticators, list and single—entity

Allow cancelling own requested application
Add catalog media

Modify catalog media

Remove catalog media

View catalog media

Modify catalog

Create catalog questions

Modify catalog questions

Remove catalog questions

View catalog questions

Request items from catalog

Post catalog reviews

Remove catalog reviews

View catalog reviews made by other users
View catalog

Add category

Modify category

Remove category

View category

Create certificates

Modify certificates

Remove certificates

View certificates

Create condition set

Modify condition set

Remove condition set

View condition set

Create connectors

Modify connectors

Remove connectors

Allow viewing connectors, list and single—entity
View contacts

Allow upload of all content

Only allow upload of images

Create contexts

Modify contexts

Remove contexts

Allow viewing contexts, list and single—entity
Add credentials

Modify credentials

Remove credentials

Allow viewing credentials, list and single—entity
Create deployments

Modify deployments

Scope

Event
Authenticator
Authenticator
Authenticator
Authenticator
Catalog
Catalog
Catalog
Catalog
Catalog
Catalog
Catalog
Catalog
Catalog
Catalog
Catalog
Catalog
Catalog
Catalog
Catalog
Category
Category
Category
Category

Certificate

Certificate
Certificate
Certificate
Condition Set
Condition Set
Condition Set
Condition Set
Connector
Connector
Connector
Connector
Contact
Content
Content
Context
Context
Context
Context
Credential
Credential
Credential
Credential
Deployment
Deployment
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Name
deployment.remove

deployment.view
device.modify
device.register
device.remotecontrol
device.remove
device.view
device.wake
devicecollection.add
devicecollection.modify
devicecollection.remove
devicecollection.view
devicecollection.wake

deviceregistration.add
deviceregistration.modify
deviceregistration.remove

deviceregistration.view

diagnosticreport.add
diagnosticreport.view
diagnosticreport.remove
event.remove
event.view
eventcollector.add

eventcollector.modify
eventcollector.remove
eventcollector.view
group.add
group.modify
group.remove
group.view
identityprovider.add
identityprovider.modify
identityprovider.remove
identityprovider.view
identitysource.add
identitysource.modify
identitysource.remove
identitysource.view
license.add
license.modify
license.remove
license.view
mailserver.add
mailserver.modify
mailserver.remove
mailserver.view
mailtemplate.add
mailtemplate.modify
mailtemplate.remove
mailtemplate.view

Description
Remove deployments

Allow viewing deployments, list and single-entity
Modify devices

Register device

Remote control devices

Remove devices

Allow viewing of devices, list and single—entity
Wake devices

Create device collections

Modify device collections

Remove device collections

Allow viewing of device collections, list and single—entity

Wake device collections

Create device registrations

Modify device registrations

Remove device registrations

View device registrations

Add diagnostic reports

View diagnostic reports

Remove diagnostic reports

Remove events

Allow viewing events, list and single—entity

Create event collectors

Modify event collectors

Remove event collectors

View event collectors

Create groups

Modify groups

Remove groups

View groups

Create identity providers

Modify identity providers

Remove identity providers

View identity providers

Create identity sources

Modify identity sources

Remove identity sources

Allow viewing identity sources, list and single—-entity
Create licenses

Modify licenses

Remove licenses

Allow viewing licenses, list and single—entity
Create mail servers

Modify mail servers

Remove mail servers

Allow viewing mail servers, list and single—entity
Create mail templates

Modify mail templates

Remove mail templates

View mail templates

Scope
Deployment

Deployment
Device

Device

Device

Device

Device

Device

Device collection
Device collection
Device collection
Device collection
Device collection
Device
Registration
Device
Registration
Device
Registration
Device
Registration
Diagnostic Report
Diagnostic Report
Diagnostic Report
Event

Event

Event collector

Event collector
Event collector
Event collector
Group

Group

Group

Group

Identity provider
Identity provider
Identity provider
Identity provider
Identity source
Identity source
Identity source
Identity source
License

License

License

License

Mail server

Mail server

Mail server

Mail server

Mail template
Mail template
Mail template
Mail template



Recast

Name
package.add
package.modify
package.remove
package.view
permission.add
permission.modify
permission.remove
permission.view
policy.add
policy.modify
policy.remove
policy.view
report.modify
report.view

resource.view

scheduledtask.add
scheduledtask.modify
scheduledtask.remove
scheduledtask.start
scheduledtask.view
server.add
server.modify
server.remove
server.view
system.modify
systemupdate.install
systemupdate.view
tag.add

tag.modify
tag.remove

tag.view

task.view

team.add
team.modify
team.remove
team.view

user.add

user.modify
user.remotecontrol
user.remove
user.resetworkspace
user.view
usercollection.add
usercollection.modify
usercollection.remove
usercollection.view
variable.add
variable.modify
variable.remove
variable.view
view.add
view.modify
view.remove
view.view

Description

Create packages

Modify packages

Remove packages

Allow viewing packages, list and single—entity

Add permissions

Modify permissions

Remove permissions

Allow viewing permissions, list and single—entity
Create access policies

Modify access policies

Remove access policies

Allow viewing access policies, list and single—entity
Configure reporting

View reports

Allow to view the connector resources, list and single—
entity

Create scheduled tasks

Modify scheduled tasks

Remove scheduled tasks

Manually start scheduled tasks

Allow to view scheduled tasks, list and single—entity
Create servers

Modify servers

Remove servers

Allow viewing of servers, list and single—entity
Allow modifying settings that are system-related.
Install system updates

View system updates

Create tags

Modify tags

Remove tags

Allow for viewing tags, list and single-entity

View tasks

Create teams

Modify teams

Remove teams

Allow viewing teams, list and single—entity

Allow creating new users in the local identity source
Allow for modification of users in the local identity source
Allow remote control on users

Allow for removal of users in the local identity source
Reset user workspaces

Allow viewing users, list and single—entity

Create user collections

Modify user collections

Remove user collections

View user collections

Create variables

Modify variables

Remove variables

View variables

Allow the creation of system views

Allow modification of system views

Allow removal of system views

Allow viewing system views, list and single—entity

Scope
Package
Package
Package
Package
Permission
Permission
Permission
Permission
Access policy
Access policy
Access policy
Access policy
Report
Report

Resource

Scheduled task
Scheduled task
Scheduled task
Scheduled task
Scheduled task
Server

Server

Server

Server

System
System update
System update
Tag

Tag

Tag

Tag

Task

Team

Team

Team

Team

User

User

User

User

User

User

User collection
User collection
User collection
User collection
Variable
Variable
Variable
Variable
System view
System view
System view
System view
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Name Description Scope
workspace.approval.accept Accept personal approvals Workspace
workspace.approval.reject  Reject personal approvals Workspace
workspace.approval.remove Remove personal approvals Workspace
workspace.approval.view View personal approvals Workspace
workspace.category.view  View personal categories Workspace
workspace.changepassword Change personal password Workspace
workspace.credential.modify Modify personal credentials Workspace
workspace.credential.removeRemove personal credentials Workspace
workspace.credential.view  View personal credentials Workspace
workspace.item.autolaunch  Allow marking an application as AutoLaunch Workspace
workspace.item.favorite Favorite Workspace resources Workspace
workspace.item.remove Remove Workspace resources Workspace
workspace.item.rename Rename Workspace resources Workspace
workspace.item.view View Workspace resources Workspace
workspace.personal.add Add personal packages Workspace
workspace.personal.modify Modify personal packages Workspace
workspace.personal.remove Remove personal packages Workspace
workspace.reset Allow user-triggered Workspace reset Workspace
workspace.tag.view View personal tags Workspace
workspace.team.add Create personal teams Workspace
workspace.team.modify Modify personal teams Workspace
workspace.team.remove Remove personal teams Workspace
workspace.team.view View personal teams Workspace
zone.access.api Zone APl access Zone
zone.access.connector Connector access Zone
zone.access.web Web access Zone
zone.add Create zones Zone
zone.domain.add Create domains Zone
zone.domain.modify Modify domains Zone
zone.domain.remove Remove domains Zone
zone.modify Modify zones Zone
zone.remove Remove zones Zone

zone.view Allow viewing zones, list and single—entity Zone



