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Overview

This article provides general information about the Application Workspace integration with Microsoft Teams. For
information about all the settings you must configure in Application Workspace, Azure Portal and Microsoft Teams, see
Manual configuration of Application Workspace for Microsoft Teams and Wizard configuration of Application Workspace
for Microsoft Teams.

App features

At the moment, only applications that are published to Workspace in Application Workspace are visible in Microsoft
Teams.

Personal tab in Microsoft Teams

Application Workspace will be added as a personal tab in Microsoft Teams, in the left side menu.

Side menu

Users can access filters, tags, categories or teams just like in Application Workspace.

Sorting

Besides the sorting options that are already available in Application Workspace, we added two extra ones:Frequently
used and Recently used.

Theme

Only the dark and light themes of the Microsoft Teams are supported.

Localization
The localization of the app in other languages is not supported for the moment.


https://docs.recastsoftware.com/help/lws-mst-manual-configuration
https://docs.recastsoftware.com/help/lws-mst-wizard-configuration
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Prerequisites

To set up the Application Workspace for Microsoft Teams app you need to be able to perform the following things:

1. Set up a new app registration in Azure Portal, Microsoft Entra ID (Azure AD).

2. Be able to manage your organization's team environment and manage its apps.

Further reading

How to Register an App in Microsoft Entra ID" — Microsoft identity platform | Microsoft Learn

Manual configuration of Application Workspace for Microsoft Teams

Register the Application Workspace application in Microsoft
Entra ID (Azure AD)

This article provides information about how to register Application Workspace in the Azure Portal, where you can find the
Microsoft Teams app manifest files, how to download them and all the settings you need to configure to integrate
Application Workspace in Microsoft Teams.

Prerequisites

Have an active Microsoft Entra ID app registration that is used to authenticate to Application Workspace.
Write down the URL where Application Workspace is accessible as you will need it during the configuration process. This
value is indicated as <RECASTSOFTWARE-URL> in this document.

Configure APl permissions on the Application Workspace Entra ID app registration

To allow the Teams application to authenticate users, the exchange token should be configured for Application
Workspace. Read How to set up your exchange token for more information. Copy the scope from your app registration.
This value is indicated as <RECASTSOFTWARE-Scope> in this document.

Register a new application in the Azure Portal

For the Teams app to authenticate to Application Workspace, you'll need to set up a new app registration in Microsoft
Entra ID.

To set up a new app registration:

1. Log into the Azure Portal.

2. Navigate to Microsoft Entra ID.


https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app?tabs=certificate
https://docs.recastsoftware.com/help/how-to-setup-your-exchange-token
https://portal.azure.com/#home
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3. In the left pane, navigate to Manage > App registrations.
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4. Click on + New registration on the top toolbar.

5. In the Register an application window that opens, configure the following:

0 Give your app a descriptive name. In our example, we use Application Workspace Teams App.
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o In the Supported account types section, select 'Accounts in this organizational directory only (tenant only -
Single tenant)'. For more information about the supported account types, see Microsoft documentation .

Home > Recast Software | App registrations >

Register an application

[ Application Workspace

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (Recast Software only - Single tenant)
(O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)
O Personal Microsoft accounts only

Help me choose...

6. Click Register on the bottom left, to complete the initial app registration.

7. After registering the new application, make a note of the Application (client) ID from the overview menu option. It

will be necessary later, for the Microsoft Entra app manifest generator. We will use < RECASTSOFTWARE-MST-App-
ID> to reference this value.
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Download the Microsoft Teams app manifest files

To download the Teams app manifest files:

1. Navigate to the Application Workspace Download page.
2. Fill in the fields:

I

Workspace URL <RECASTSOFTWARE-URL>
App registration identifier < RECASTSOFTWARE-MST-App-ID>

Workspace URL <RECASTSOFTWARE-Scope>

3. When you finish, click Generate.


https://learn.microsoft.com/en-us/security/zero-trust/develop/identity-supported-account-types
https://download.liquit.com
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4. It will generate a zip archive containing 2 .JSON files. After the download is finished, extract the zip file into a
directory. You will need these Microsoft Teams app manifest files for the next step.

Add the Application Workspace app manifest to Entra ID

1. In the Azure Portal, open the Recast Teams App, you previously registered.

2. Navigate to Manage > Manifest, and upload the appreg_1.json and for appreg_2.json files.
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Publish the application to Microsoft Teams

To publish the application to Teams:

1. Open the Microsoft Teams administrator centre and go to Teams apps > Manage apps.


https://admin.teams.microsoft.com/
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2. Click on the Actions dropdown menu > Upload new app.

3. Select the package.zip in the extracted bundle directory. See Download the Microsoft Teams app manifest files
section, step 4.

Upload a custom app
Before you upload the app, make sure it has been tested completely, Verify that it

is working property and follows your organization's security and compliance
requirements.

NOTE: It can take some time before the app shows up in Microsoft Teams.

Set up CORS and CSP in Application Workspace

For the Microsoft Teams app to communicate with Application Workspace, you must configure CORS.

1. In Application Workspace, navigate to Manage > Portal > Security Settings > Content Security Policy.

2. Add the following link to the list of allowed websites:

https://workspace-apps.recastsoftware.com

CSP is an added layer of security that helps to detect and mitigate certain types of attacks, including Cross Site Scripting (XSS) and data injection attacks. Deprecated headers will also be used for
maximum compatibility (X-XSS-Protection and X-Frame-Options).

Enforce the policy

| | Report violations

The url where the CSP violation reports should be send to *

l:‘ Upgrade insecure requests and enforce HTTPS schema

List of websites that are allowed to embed the zone (only used if enforce and/or reporting is enabled)

+ Add # Edit & Export Search for... Q

: -
@ https://workspace-apps.recastsoftware.com o



https://docs.recastsoftware.com/help/lws-mst-manual-configuration#download-the-microsoft-teams-app-manifest-files
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Wizard configuration of Application Workspace for Microsoft Teams

Setting up the Microsoft Teams integration

D This flow is supported in Application Workspace 4.3 and higher.

You'll need to enable token exchange on your identity source in order to have the Application Workspace for
Microsoft Teams application authenticate your users.

To start rolling out Application Workspace for Microsoft Teams you need an Microsoft Entra ID (Azure AD) identity source
set up. For the instructions on how to set up the Microsoft Entra ID (Azure AD) identity source, see Microsoft Entra ID.

Initiating the wizard

1. Open the Microsoft Entra ID (Azure AD) identity source and navigate to the Microsoft Teams tab.

Settings

» Microsoft Teams
Authentication
Contacts

B Authenticator

2. Click Setup the Microsoft Teams app to initiate the wizard.

Setup the Microsoft Teams app

3. A new popup opens, prompting you to sign in to Azure Portal (if you are not already signed in). The account you
use to sign in should be able to provide administrative consent on Azure App registrations. If the account you are
currently signed in with does not have these privileges, choose the Sign in with another account option.


http://docs.recastsoftware.com/how-to-setup-your-exchange-token
https://docs.recastsoftware.com/help/lws-authentication-identity-sources-azuread
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4. After signing in, the screen that displays allows you to set up the Microsoft Teams app configuration. There are
several options available here:

o0 Name - The required name field will be used to deploy the Application Workspace in Microsoft Teams.
o Supported accounts — The supported account type must be set corresponding to your Application

Workspace app registration. This allows you to control the type of accounts that are allowed to log in to the
Teams app. If you need to provide access to external accounts, you might need to change these settings.
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e @ workspace-apps.recastsoftware.com &

Deploy the Application Workspace for
Microsoft teams app.

This wizard is intended to roll out the Application for Workspace
Microsoft teams app. In order to configure the Entra ID application
registration, we require you to be logged in with the appropriate
credentials. This wizard utilizes the Microsoft Graph API, your data will
not leave your organizational tenant.

o Identity Source type

The user-facing display name for this application
Name

Supported account types
Who can use the Application workspace for Microsoft
Teams?
Accounts in this organization only (Your Microsoft
@ Entra ID tenant only - Single tenant)
Accounts in any organization (Any Microsoft Entra
o ID tenant - Multi tenant)
Accounts in any organization and personal
o accounts (Any Microsoft Entra ID tenant - Multi
tenant and personal accounts e.g. Skype, Xbox)

o Where should the app be available?

Select the places where the Application Workspace for
Teams app should be available:

P Th y . .
Available Available ] Available in

o App availability — Besides integrating with Microsoft Teams, the app can also be integrated within the Office
365 portal and with Microsoft Outlook. To ensure users are able to log in via these channels, additional
permissions need to be granted for these channels.

If no popup opens, a popup blocker might be preventing the window from opening.

Deploy the app

After clicking deploy, the Success screen will appear.
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@

Success!

CLICK HERE TO GENERATE YOUR BUNDLE

1. Click the " Click here to generate your bundle" button to generate the Microsoft Teams app bundle in the form of a
.zip file.

2. Open a window to https://admin.teams.microsoft.com/policies/manage—apps

D The account that signs in needs the permissions to create and distribute a new Microsoft Teams application.

3. In the upper right corner click Actions to open up a new modal window which allows you to upload the zip file you
downloaded in the previous step.

Actions
Actions

+ Upload new app

b Org-wide app settings


https://admin.teams.microsoft.com/policies/manage-apps
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Upload a custom app

Before you upload the app, make sure it has been tested completely. Verify that it
is working properly and follows your organization's security and compliance
requirements.

T Upload

4. After the upload is completed, a screen like the one below will display. This means that the application has become
available in the selected list of applications. This process also enables the application for both the Microsoft 365

portal and the Outlook app if configured so in the previous step. The application should now be available within the
Microsoft Teams store.



Recast

[ XN ] = ‘ Hlt Manage apps - Microsoft Team: X | =+ ~

« = C O a4 == in.teams.mi ci PP A 9 ¥ Fa =

New app added

Now that you've added this app to your apps list, select this link to manage it.

Microsoft Entra ID (Azure AD) and Application Workspace
configuration

In Microsoft Entra ID (Azure AD), in the app registration used for the identity source and SSO to Application Workspace,
you need to expose an API for token exchange. You also need to add the Application ID URI of the Entra ID app
registration to the Application Workspace identity source.

In case you use CSP or CORSm you need to allow the following domain: https://workspace-apps.recastsoftware.com .
For a step-by-step guide on how to do these, see How to set up your exchange token.

Security settings

Content Security Policy (CSP) and/or Cross-Origin Resource Sharing are enabled by default. In order to let Application
Workspace communicate with Microsoft Teams you need to add the URL https://workspace-apps.recastsoftware.com to
both configuration options.

Pinning the app for your users

D The following step is an optional one, you can skip this if it is not required for your organization.


https://docs.recastsoftware.com/help/how-to-setup-your-exchange-token
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Navigate to: https://admin.teams.microsoft.com/policies/app-setup/.

This page will display all the policies that apply to Microsoft Teams apps within your tenant. Select the policy you want to
leverage to pin the app.

Further resources

YouTube demo video that shows the configuration

Release Notes

4.3.4084.0

Changes

® Implementation for the rebrand

4.3.4070

Bugfixes

® Batch request can fail in some cases.

4.3.3944

Bugfixes

® Unable to add team members to a team.

4.3.3930

Change

® Azure Entra ID identity source Teams integration page will display a warning for missing domain hint and Token
Exchange authentication method not being enabled.

Bugfixes

® Setting up the Teams integration fails directly after changing the Entra ID domain hint or Token Exchange
Application ID URL.

4.3.3867

Change

® Extended error messages on the Application Workspace for Microsoft Teams app.


https://admin.teams.microsoft.com/policies/app-setup/
https://www.youtube.com/watch?v=zGNdgt4waPo&list=PL8N9Yt2d-XX0_GCcOXYn0xXsiI08JkS9K
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4.3.3851

Starting this version the configuration of the intergration can also be done from Application Workspace Ui, through a
wizard. For more information, see Wizard configuration of Application Workspace for Microsoft Teams.
The integration was also rebranded to align with the Application Workspace 4.3

4.2.3587

Liquit Workspace for Microsoft Teams app

Provide an enriched user experience by integrating the features of Liquit Workspace into Microsoft Teams platform. The
Liquit Workspace for Microsoft Teams app is now available for preview. For more details, see Liquit Workspace for
Microsoft Teams (preview).


https://docs.recastsoftware.com/help/lws-mst-wizard-configuration
https://docs.recastsoftware.com/help/lws-mst-overview

