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Specific Microsoft Graph API permissions are required for individual Entra/Intune features in Right Click Tools, as well as for
access to all features in Right Click Tools Patching and Right Click Tools Privileged Access.

Right Click Tools
Add Devices to Entra Group Application permissions

Device.Read.All
Device.ReadWrite.All
Group.Read.All
Group.ReadWrite.All

Delete Device(s) From Azure
(Intune/Entra)

Application permissions
DeviceManagementManagedDevices.ReadWrite.All - for deleting devices
from Intune
Device.ReadWrite.All - for deleting devices from Entra

Entra ID BitLocker Recovery Keys Application permission
Device.Read.All

Delegated permissions
User.Read
BitlockerKey.Read.All
BitlockerKey.ReadBasic.All
DeviceManagementConfiguration.Read.All
DeviceManagementManagedDevices.Read.All

Autopilot Actions
Register Device(s) in Autopilot
Set Autopilot Group Tag
Remove Device(s) from Autopilot

Application permission
DeviceManagementServiceConfig.ReadWrite.All
DeviceManagementManagedDevices.Read.All
or DeviceManagementManagedDevices.ReadWrite.All

Retrieve All LAPS Passwords
(to retrieve passwords from Entra ID)

Application permission
DeviceLocalCredential.Read.All

Right Click Tools Insights
Collect warranty information for
devices managed in Intune

Application permissions
DeviceManagementManagedDevices.Read.All

Right Click Tools Privileged Access
For all Privileged Access features Application permissions

Device.Read.All
GroupMember.Read.All
User.Read.All

http://docs.recastsoftware.com/help/right-click-tools-add-devices-to-entra-group
http://docs.recastsoftware.com/help/right-click-tools-delete-devices-from-azure
http://docs.recastsoftware.com/help/right-click-tools-security-entra-id-bitlocker-recovery-keys
http://docs.recastsoftware.com/help/right-click-tools-console-tools-register-devices-in-autopilot
http://docs.recastsoftware.com/help/right-click-tools-console-tools-add-edit-group-tags-in-autopilot
http://docs.recastsoftware.com/help/right-click-tools-delete-devices-from-autopilot
http://docs.recastsoftware.com/help/right-click-tools-retrieve-all-laps-passwords


Right Click Tools Patching
For all Patching features Application permissions

DeviceManagementApps.ReadWrite.All
GroupMember.Read.All
DeviceManagementConfiguration.Read.All - required to test an integration
Device.Read.All - required to test the Azure Active Directory (Entra ID)
service connection

http://docs.recastsoftware.com/help/patching-test-integration
http://docs.recastsoftware.com/help/recast-management-server-view-service-connections

