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Application Manager for Intune requires individually registered Azure AD enterprise applications with specific permissions
for the Intune tenant.

Recast Azure AD Connector Enterprise Application

® Reads Azure AD users, devices and groups in the customer's tenant.

® Requires customer's Azure AD administrator (Global Administrator) to grant the application permissions.

® Used by the Recast Portal to verify that an end user is allowed to link the tenant to AM for Intune. The logged-in user
in the Recast Portal must be either Global Administrator or added as a member to Recast Azure AD Connector

Enterprise application.

Required Permissions

APl name Permissions Description Type Granted through
Microsoft Graph  Read directory Allows the app to read data in your Application Admin consent
data organization's directory, such as users, groups

and apps, without a signed-in user.

Allows users to sign into the app, and allows
Microsoft Graph  Sign in and read Delegated Admin consent or
user profile the app to read the profile of signed-in users. User consent
Also allows the app to read basic company

information of signed-in users.

Application Manager for Intune Permissions

® Manages Intune apps and deployments.

® Requires customer's Azure AD administrator (Global Administrator) to grant the application permissions.

Required Permissions

APl name Permissions Description Type Granted through



APl name Permissions Description Type Granted through
Allows the app to read and write the
Microsoft Graph Read and write Application Admin consent
Microsoft Intune apps ~ Properties, group assignments and status
of apps, app configurations and app

protection policies managed by Microsoft

Intune.

Microsoft Graph Read Microsoft Intune  Allows the app to read the properties of  Application Admin consent
devices devices managed by Microsoft Intune.

Allows the app to read the organization
Microsoft Graph Read organization Application Admin consent
information and related resources, without a signed-in
user. Related resources include things like

subscribed skus and tenant branding

information.
Microsoft Graph Sign in and read user  Allows users to sign in to the app, and Delegated Admin consent or
profile allows the app to read the profile of User consent

signed-in users. It also allow the app to
read basic company information of
signed-in users.

Application Group Permissions

Manages memberships of devices to specified groups.

Required Permissions
APl name Permissions Description Type Granted Through

Microsoft GraphSign in and read user Delegated ~ Admin consent
Allows users to sign-in to the app, and allows

the app to read the profile of signed-in users.
It also allows the app to read basic company
information of signed-in users.

profile



APl name Permissions Description Type

Microsoft Graph Read Microsoft Application
Allows the app to read the properties, group

Intune apps assignments and status of apps, app
configurations and app protection policies
managed by Microsoft Intune, without a
signed-in user.

Microsoft Graph Read Microsoft Allows the app to read the properties of Application
Intune devices devices managed by Microsoft Intune, without
a signed-in user.

Microsoft Graph Read and write all Application
Allows the app to list groups, read basic

group memberships yroperties, read and update the membership
of the groups this app has access to without a
signed-in user. Group properties and owners
cannot be updated and groups cannot be
deleted.

Microsoft Graph Read all devices Application
Allows the app to read your organization's

devices' configuration information without a
signed-in user.

Accept Additional Permissions

The Application Group feature requires additional permissions for Azure AD and Intune tenants.
To accept additional permissions for Application Manager For Intune Application Groups:

1. Log into your Microsoft account with Global Administrator credentials.

2. Accept the requested permissions.

Granted Through

Admin consent

Admin consent

Admin consent

Admin consent


https://login.microsoftonline.com/common/adminconsent?client_id=e5414583-87dd-40e2-a71d-c2c80f118adb&state=12345&redirect_uri=https%253A%252F%252Fam.recastsoftware.com%252FAdministration%252FAzureAD%252FConsented%252FRecast%252520Application%252520Manager%252520Intune%252520Application%252520Groups

B® Microsoft

Permissions requested

Review for your organization

Recast Application Manager Intune
Application Groups
unverified

This application is not published by Microsoft or
your organization.

This app would like to:

~~ Signin and read user profile

~ Read Microsoft Intune apps

~v Read Microsoft Intune devices

~~ Read and write all group memberships

~ Read all devices

If you accept, this app will get access to the specified resources for
all users in your arganization. Na one else will be prompted to
review these permissions,

Accepting these permissians means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app leok suspicious? Report it here
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