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Enable .NET Framework
You can manually enable .NET version 8 via Server Manager.
To enable the required .NET framework:

1. Open Server Manager and navigate to Manage > Add Roles and Features.

@ | F Maege Toos  view Hep
Add Roles and Features

Remove Roles and Features
TO SERVER MANAGER
Add Servers

Create Server Group.

I o Configure this local server S RS

2 Add roles and features

3 Add other servers to manage
4 Create a server group

5 Connect this server to cloud services
Hide

) SERVER GROUPS
ivergroups: 1 | Servers total: 1

2. When the Add Roles and Features Wizard opens, clickNext.

[ Add Roles and Festures Wizard — [m] X
. DestiuaTon sexveR
Before you begin W TRSTZRDHS

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your arganization, such a5 sharing documents, or
hasting 3 website,

Befc

u Begin

Installztio
Server Selection
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verlfy that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

3. Select Role-based or feature-based installation and click Next.
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T Add Roles and Features Wizard - O X
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Select installation type WINTRETMERDHHS

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VD).

Before You Begin

@® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create 2 virtual machine-based
or session-based desktop deployment.

4. Select your destination server and click Next.

= Add Roles and Features Wizard — [m] X
Select destination server TR GTZRD S

Before You Begin Select a server or a virtual hard disk on which to install roles and festures.

Installation Type @ Select a server from the server pool
©) Select a virtual hard disk
server Roles Server Pool
Features
Filtr:
Nome 1P Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

5. On the Select server roles page, click Next.
6. On the Select features page, select .NET Framework > .NET Framework 8.x and click Next.

7. Confirm your installation selections and clickInstall.

Enable IS

The Recast Management Server requires lIS, which should be installed automatically during Recast Management Server
installation. Otherwise, you can enable IS manually in Server Manager.

To manually enable IIS, if necessary:

1. Open Server Manager and navigate to Manage > Add Roles and Features.
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Add Roles and Features

Remove Roles and Features

TO SERVER MANAGER
Add Servers

Create Server Group

I o Configure this local server Server Menager Properties

2 Add roles and features

3 Add other servers to manage
4 Create a server group

5 Connect this server to cloud services
Hide
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2. When the Add Roles and Features Wizard opens, clickNext.

3. Select Role-based or feature-based installation and click Next.

= Add Roles and Features Wizard — o X
3 3 cesmruaoN ssxven
Select installation type WIN-TRSTIZROHS

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtuzl
machine, or on an offline virtual hard disk (VHD).

(® Role-based or feature-based installation
Configure a single server by adding roles, role senvices, and features.

) Remote Desktop Services installation
Install required role serviees for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Install
4. Select your destination server and click Next.
T Add Roles and Features Wizard - o x
Select destination server A NTROTZRDN S
e nEe Select a server or a virtual hard disk on which to install rales and features.
Installation Ty @® Select a server from the server pecl

it O Select a virtual hard disk

Server Roles Server Pool

1P Address Operating System

ft Windows Server 2019 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

5. In Server Roles, click Web Server (lIS). Click Add Features.
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6. Confirm that Web Server (IIS) is selected and clickNext.
7. 0n the Web Server Role (IIS) page, click Next.

8. When the Role Services page opens, click Next. (The default settings are fine for our install.)

& Add Roles and Features Wizard - o X

DESTINATION SERVER

Select role services WINTRETM2RORHS

8efore You Begin Select the role services to install for Web Server (IIS)

Installation Role services Description
Server Sele . ~]  Web Server provides support for
Server Roles 4 V] Common HTTP Features HIMCWeb stie= s0d opBional

efault Document support for ASP.NET, ASP, and Web
irectory Browsing server extensions. You can use the
TTP Ervors Web Server to host an intemal or

Static Content external Web site or to provide an
[J HTTP Redirection environment for developers to
[ WebDAV Publishing create Web-based applications.

4 [ Health and Diagnostics
HTTP Logging
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[ Logging Tools
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[ Request Monitor
[ Tracing
4 [V] Performance
Static Content Compression
[ Dynamic Content Compression
4 [V Security v
< >
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9. Confirm your installation selections and click Install.

Install and Configure SQL

Installing SQL is an optional step that can be skipped if you have a separate SQL instance that you will be using for your
Recast Management Server database.

SQLExpress is used in these instructions for demonstration purposes It can serve as a temporary database at the
Proof-Of-Concept stage, but its limited size will not support web dashboard and dashboard trends in a Recast
Management Server deployment. The steps for installing and configuring a licensed version of SQL will be similar.

To install SQLExpress:
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1. Download SQLExpress from Microsoft. When you begin installation, you will be presented with the installation type

screen. Select Basic installation.
2. Accept the SQL Server License Terms.
3. Choose the install location and click Install.

4. After installation completes, we recommend that you install SQL Server Management Studio (SSMS). To download
SSMS from the Microsoft site, see Download SQL Server Management Studio (SSMS)

To change the network configuration:
1. Open SQL Server Configuration Manager.

2. Select SQL Server Network Configuration and double—click on Protocols for SQL Express.

& Sql Server Configuration Manager - O bt

File Action View Help

L EANERENETY ?

‘@ SQL Server Configuration Manager (Local)
E SOL Server Services
_E_ S0L Server Network Configuration (32bit)
» ,. 50L Native Client 11.0 Configuration (321
» _E_ SOL Server Network Configuration
> ,. SCL Mative Client 11.0 Configuration

3. Select TCP/IP.

@ Sgl Server Configuration Manager
File Action View Help

=% |z E=H

@ S0L Server Configuration Manager (Local) Protocol Name Status
B SQL Server Services ) ] || % Shared Memory Enabled
E_ S0L Server Metwork Cenfiguration (32bit) . .
> ) i : ) ¥ Named Pipes Disabled
> ,. S0L Mative Client 11.0 Cenfiguration (324
¥ ﬂ 50L Server Network Configuration
= Protocols for SOLEXPRESS
> .. 50L Mative Client 11.0 Configuration

‘g TCP/IP Disabled

4. Change Enabled to 'Yes'.


https://www.microsoft.com/en-us/download/details.aspx?id=104781&lc=1033
https://docs.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms?view=sql-server-ver15
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TCP/IP Properties ? *

Protocol | Ip Addresses

B General
2d Yes -
Keep Alive Yes
Listen All MNa
Enabled
Enable or disable TCRF/IP protocol for this server instance

Cancel Apply Help

5. Select the IP Addresses tab and scroll down to the IPAIl section.

TCP/IP Properties ? X

Protocol  IP Addresses

TCP Dynamic Parts [ A
TCP Port
B i3
Active Yes
Enabled Mo
IP Address H
TCP Dynamic Parts [
TCP Port
B ip4
Active Yes
Enabled Mo
IP Address 127.0.01
TCP Dynamic Parts 0
TCP Port
B ipan
TCP Dynamic Parts [
TCP Port
W
Active
Indicates whether the selected IP Address is active,

Cancel Agply Help

6. Add port 1433 as the TCP Port (this is the standard port for SQL).



Recast

TCP/IP Properties ? *

Protocol [P Addresses

TCP Dynamic Ports Li] ~
TCP Port
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TCP Dynamic Ports ]
TCP Port
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TCP Port
= pan
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W
TCP Port
TCP port

Cancel Apply Help

7. You will need to stop and restart the service for changes to take effect. Return to the front page of the SQL Server
Configuration Manager and right—click on the running SQL server instance. Select Restart.

i Sql Server Configuration Manager — O x
File Action View Help
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Properties

Restart (stop and then start) selected service.

You are now ready to install the Recast Management Server.

Install Recast Management Server

To install Recast Management Server:

After downloading Recast Management Server from the Recast Portal, open the installer by double—clicking on the .msi
file.


http://docs.recastsoftware.com/help/proof-of-concept-install-recast-management-server
https://portal.recastsoftware.com/
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When the Recast Management Server Setup Wizard opens, clickNext.

IN}
To configure IIS:
1. On the lIS Configuration page, change the Server Name only if the client is going to use a DNS alias.

2. Set the lIS Port. The default IS Port is TCP 444, to prevent conflicts when Recast Management Server is installed on
Configuration Manager servers. The IIS Port can be changed to 443, or any open TCP port, to suit your environment.

31 Recast Management Server - Setup X

11S Configuration

Server Name I DEMO-RMS-TEST.demo.recastsoftwara.com

s Port 424

® Previous H Next | ‘ Cancel

Certificates

Recast Management Server requires a certificate for secure communication with Right Click Tools and any Recast

Proxies.
To configure a certificate:

On the Certificate Configuration page, we recommend that you Use an Existing IIS Certificate issued by a trusted
Certificate Authority (CA). If you choose to Generate a Self-Signed Certificate, you must import the Recast Management
Server self-signed certificate to the Trusted Root Certificate Authorities store on devices running Right Click Tools, Recast
Agent, or Recast Proxy.

2 Recast Management Server - Setup *

Certificate Configuration

® Generate Self-Signed Certificate
) Use Existing IIS Certificate

DEMO-RMS-TEST.demo.recastsoftware.com (071AB634FE32B6894E0525EF01F1E1D0

® Previous H Next ‘ ‘ Cancel

SQL Server

Set the SQL information from the SQL instance we installed earlier. If you used the default information from the install
instructions above, your SQL Configuration page will look like the one below. Click Test SQL Connection to verify that you


http://docs.recastsoftware.com/help/recast-management-server-troubleshooting-could-not-establish-secure-channel
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can connect to the SQL installation.

¥ Recast Management Server - Setup %

SQL Configuration

If you would like the installer to automatically create the database and setup permissions,
add the user running setup to the sysadmin role on the SQL server before clicking Next,
This role can be removed after the installation finiches.

50L Server Name | localhost\SQLEXPRESS

SOL Server Port |1433

Test SOL Connection

Success

® Previous || Next ‘ ‘ Cancel

Import License

To download your Enterprise license:

1. On the Import License page, enter your Recast Portal email address and password.
2. Click Download License. The license information will appear in the right-hand column.

NOTE: If your server does not have internet access, click Browse for License to browse the filesystem for a license file that
has been exported from the Recast Portal.

@) Recast Management Server - Setup b4

Import License

Sign in with your Recast Software account to download your Recast RCT Enterprise
License. If you do not have intemnet access on this computer, visit the Recast Software
Portal to export a copy of your license and use the Add License button to add it.

Email | Expiration  8/7/2022 12:00:00 AM
Password Device Count 1500
e

@ Previous H Next | | Cancel

Proxy

On the Proxy Configuration page, enter the Service Account information you would like to use for theRecast Proxy. The
proxy must be installed for scheduling of Builder/Kiosk Manager actions, to have Right Click Tools actions run as a
Service Account, or to access Web Dashboards in the Recast Management Server. It is recommended that you install
Recast Proxy during your POC.

The Service Account that you use for the Recast Proxy must have at least full read permissions to Active Directory

and Configuration Manager, as well as the ability to read directly from the ConfigMgr SQL database, and the MBAM
Database if it exists. See Proxy Service Account Permissions.


https://portal.recastsoftware.com/
http://docs.recastsoftware.com/help/run-rct-actions-as-a-service-account-with-recast-proxy
http://docs.recastsoftware.com/help/right-click-tools-web-dashboards
http://docs.recastsoftware.com/help/recast-proxy-permissions
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To configure the proxy during RMS installation:

1. On the installer's Proxy Configuration page, enter the service account Domain, Username, and Password.

2. Click Test Credentials to verify service account details.

@) Recast Management Server - Setup *

Proxy Configuration

A Recast Proxy is required for scheduling Kiosk Manager and Builder actions as well as
Recast security scopes.

Domain [demo.recastsoftware.com

User ITestProxy

I ——

Test Credentials) [ | Do Not Install Recast Proxy

User credentials valid

Password

@ Previous || MNet | [ Cancel

Domain

To configure your domain:
1. On the Domain Configuration page, enter the Domain Name.

2. Click Test Domain Connection to verify that the service account has access to read from your domain. The test should
show Success.

3 Recast Management Server - Setup K

Domain Configuration

Enter and verify the information necessary to read from your Active Directory domain.

Domain Name  [demo.recastsoftiare.com

Test Domain Connection|

Success

® | Previous H Next ‘ ‘ Cancel

Configuration Manager

Check that your Proxy Service Account has permissions to read from your Configuration Manager installation. Your

Service Account must have permission as at least a Read Only Analyst in Configuration Manager, and must be allowed to
read from the ConfigMgr Database directly.

To set up Configuration Manager for the proxy:

1. On the Configuration Manager Configuration page, enter the following information:
e Name of the site server that has your SMS Provider role
e Site Code

® Name of the SQL Server where your Configuration Manager SQL database is located
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® SQL Database name

NOTE: You can skip the Configuration Manager Configuration page during Recast Management Server or Recast
Proxy installation by removing any information from the text fields, selecting Test ConfigMgr Connection and the
Skip ConfigMgr Verification checkbox, and clicking Next.

2. Click Test ConfigMgr Connection to check that the service account has access.

J Recast Management Server - Setup x

Enter and verify the information necessary to access your Configuration Manager
environment.

SMS Provider Id emo-memem.demo.recastsoftware.com

SiteCode  [RCT

SQL Server IDE MO-MEMCM.demo.recastsoftware.com

SQL Database  |CM_RCT

[Test ConfigMgr Connection|

Success

@ [ erevious |[ Net | [ concel |

For more information, see Manually Configure SQL Server Permissions.

MBAM

Check that your Proxy Service Account has permission to read from the MBAM database. MBAM configuration is only
required for a separate MBAM Server. If you are using the ConfigMgr-integrated BitLocker or AD, you can skip this
section.

To configure MBAM:

1. Tap Click Here to Configure MBAM.

'8 Recast Management Server - Setup e

MBAM Configuration

Click Here to Configure MBAM

® ‘ Previous || anstall ‘ ‘ Cancel |

2. Add your Administration URL and SQL Server information.

3. Click Test MBAM Connection to verify that the service account has access to MBAM.


http://docs.recastsoftware.com/help/rms-configure-sql-server-permissions
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8 Recast Management Server - Setup X

MBAM Configuration

Enter and verify the information necessary to access your MBAM environment.

Administration URL I https://demo-mbam.demo.recastsoftware.com/MBAMAdn

SQLServer | demo-mbam.demo recastsoftuare.com

Cempliance Status DB |MBAM Compliance Status

Recovery & Hardware DB |MBAM Recovery and Hardware

Test MBAM Connection

Success

©) [ Previous || @instal | [ cancel |

For more information, see Configure Permissions for the MBAM SQL Database.

Initiate RMS Installation

Once you have filled in all the necessary information, click Install.

When Recast Management Server installation completes, click on the highlighted link to go to the Recast Management
Server URL, or click Finish and navigate to your RMS URL at https://<Server URL>:<Port> in a web browser (Chrome,
Edge, or Firefox are recommended).

When asked to sign in, enter the username and password for the account used to install the Recast Management Server.

You are now ready to Configure your Recast Management Server.

Configure Recast Management Server

After installation, you'll need to configure your Recast Management Server. First, log into your Recast Management Server
interface using the same account that you used to install the Recast Management Server. Your Recast Management
Server can be accessed by navigating to https://<ServerFQDN>:<Port> in a web browser.

Windows Security X

Sign in to access this site

Authorization required by https://demo-rms-
test.demo.recastsoftware.com:444

Jser name |

= |

Domain: DEMO

OK Cancel

When you initially log in, the Recast Management Server homepage will appear.


https://docs.recastsoftware.com/help/configuring-permissions-for-the-mbam-sql-database
https://recastsoftware.knowledgeowl.com/help/configuring-recast-management-server

Recast Management Server

Welcome to your Recast Management Server web portal.

Set up Recast Proxy to run actions as a service account.
Set up Recast Agent to run actions as local system.

Get more information on configuring Limiting_Rules.

* Get help setting up Recast Management Server.

RMS: 5.9.2502.2105

To add yourself as a user:

1. Expand the Administration section in the navigation panel and select Permissions.

2. In the Recast Users section, click Add User.

3. In the Add User window that opens, enter your user account as the Name and click Search.

Add User

Name

SEARCH

4. Click Add to add the user to the Recast Management Server. The user will then appear in the Recast Users section.
Recast Users

ADD USER ADD GROUP

Name Identifier Group Actions
Marty Miller 5-1-5-21-924190455-3760613922-2577449556-1129 false Df @

Records per page: 5 1-10f1

All users must be assigned a role or they will not have permissions within Right Click Tools or the Recast Management
Server.

To assign yourself a role:
1. Click on the Edit icon (pencil) to the right of your name.

2. Under Role Assignments, select the Administrators role and click Save.
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To check that your proxy is connected to the Recast Management Server:

1. Select Proxies in the navigation panel.

2. Check that the proxy that you installed is showing as '‘Connected’ and 'Authorized'.

Recast Proxies

Computer Name Y Connected A d Version T

DEV1-RMSPROX-01

DEV2-RMSPROX-01

DEV3-RMSPROX-01

v 5.8.2501.1312
v 5.8.2501.1312
v 5.8.2501.1312

Authorized T Actions
-
+ A
+ A
-
v

In order to configure the Recast Management Server so that the Recast Proxy can function, you'll need to add a route for

the Proxy.

To add a Recast Proxy route:

1. Select Routes in the navigation panel. By default, you should see the Recast Agent and Right Click Tools (Console

Extension) routes listed in the table.

Routes

Routes determine where an action will be sent for execution. Drag and drop the routes to reorder them. They are priority based—the first route to successfully match

is chosen.

Note: Routes apply only to device actions.

Route ID T Proxy Comp... T Proxy Usern... T Role

[]
r

]
w

1]
~

DEV1-RMSPROX-01

2. Click Create.

25 DEV1-RMSPROX-01  SVC-RecastProxy Administrators

SVC-RecastProxy Administrators

h d Scope ID T

1

3. In the Create Route window, set the route Type to Recast Proxy.

4. Select the proxy that was installe

5. Under Role, select Administrators.

6. Click Create.

d on your RMS server.

Route Type Y  Actions

Recast Agent n
Recast Proxy ﬂ
Console Extension n
Service Connection ﬂ

ConfigMgr Fast ﬂ
Channel

Your new route will appear at the bottom of the Routes table. Click toSave this configuration.

a

Optional Step: If you would like to run actions as the Proxy Service Account, you can drag the Recast Proxy route from

the bottom of the list to the top. This will ensure that the action is run as that service account.
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You are now ready to install Right Click Tools.


http://docs.recastsoftware.com/help/install-right-click-tools-with-recast-management-server

