Could Not Establish Secure Channel [Cert
Export/Import]

Last Modified on 11.28.22

The Could Not Establish Secure Channel error is caused by the certificate not being trusted on the devices running the
Recast Agent or Recast Proxy. To fix this, we need to export the Recast Management Server certificate and import it to the

device running the Recast Agent or Recast Proxy.

These steps aren't required if your certificate is signed by a Certificate Authority.

Export your Recast Management Server Certificate

1. Open lIS Manager on your Recast Server and select the server name.
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2. Double click Server Certificates

3. Right click the Recast certificate and choose View
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Use this feature to request and manage certificates that the Web server can use with websites configured for SSL.
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4. Choose the Details tab and click Copy To File
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5. Walk through the Certificate Export Wizard with the default settings. You will not need to export the private key.

6. Store the certificate in a location that you will be able to access from your Recast Desktop clients.



https://dyzz9obi78pm5.cloudfront.net/app/image/id/619eb24997a2d1684b7b2455/n/1637790282147.png
https://dyzz9obi78pm5.cloudfront.net/app/image/id/619eb24a4af0438d157b23f0/n/1637790281675.png

Import the Recast Management Server Certificate

1. Right click on the certificate and choose Install Certificate.

2. When the Certificate Import Wizard opens, select Local Machine.
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lizts from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections. A certificate store is the system area where certificates are kept.
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3. Select Place all certificates in the following store and click Browse.
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4. For the Store, select Trusted Root Certificate Authorities and OK.

Select Certificate Store

Select the certificate store you want to use,
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5. On the Certificate Store page, click Next.

6. Click Finish on the Summary page.
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