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Install and Configure SQL

Installing SQL is an optional step that can be skipped if you have a separate SQL instance that you will be using for your
Recast Management Server database.

SQLExpress is used in these instructions for demonstration purposes. It can serve as a temporary database at
the Proof-Of-Concept stage, but its limited size will not support web dashboard and dashboard trends in a Recast
Management Server deployment. The steps for installing and configuring a licensed version of SQL will be similar.

To install SQLExpress:

1. Download SQLExpress from Microsoft. When you begin installation, you will be presented with the installation type
screen. Select Basic installation.

SQL Server 2019
Express Edition

Select an installation type:

Basic Download Media

2. Accept the SQL Server License Terms.

3. Choose the install location and click Install.
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SQL Server 2019
Express Edition

Specify SQL Server install location

INSTALL I« N MINIMUM FREE
CAProgram Files\Microsoft SQL Server 7] Browse 6578 MB

4. After installation completes, it is recommended that you install SQL Server Management Studio (SSMS). To download
SSMS from the Microsoft site, see Download SQL Server Management Studio (SSMS).

SQL Server 2019
Express Edition

Installation has completed successfully!

INSTANCE NAME CONNECTION STRING
SqLEXPRESS Serv

SQL ADMINISTRATORS SQL SERVER INSTALL LOG FOLDER
DEMO\martym

FEATURES INSTALLED INSTALLATION MEDIA FOLDER

SOLENGINE

VERSION INSTALLATION RESOURCES FOLDER

CAProgram

To change the network configuration:
1. Open SQL Server Configuration Manager.
2. Select SQL Server Network Configuration and double-click on Protocols for SQL Express.

5ql Server Configuration Manager - O bt
File Action View Help

e AN ERCRERY 7

‘@ SQL Server Configuration Manager (Lecal) Items

B SQL Server Services Protocols for SQLEXPRESS
_E_ 5CL Server Metwork Configuration (32bit)
.. 5CL Mative Client 11.0 Configuration (32t
_E_, SQL Server Metwork Configuration

.. 5QL Native Client 11.0 Configuration

3. Select TCP/IP.


https://docs.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms?view=sql-server-ver15

ﬁ 5gl Server Configuration Manager

File Action View Help

=% E:=H

‘@ S0L Server Configuration Manager (Local) Protocel Name Status
8 S{lt :er\.rer :IEMCET( Confi o (32t " Shared Memory Enabled
ﬂ 50L Server Network Configuration (32bit] %~ Named Pipes Disabled

> .. 50L Native Client 11.0 Configuration (321 TCP/IP

¥ ﬂ 50L Server Network Configuration ’ -
= Protocols for SOLEXPRESS

.. 50L Mative Client 11.0 Configuration

4. Change Enabled to 'Yes'.

TCP/IP Praperties ? >
Protocol 1P Addresses
B General
2 Yes -
Keep Alive Yag
Listen All MNa
Enabled
Enable or disable TCR/IP protocol for this server instance

Cancel Apply Help

5. Select the IP Addresses tab and scroll down to the IPAIl section.



TCP/IP Properties ? d

Protocol  IP Addresses

TCP Dynamic Parts 0 ~
TCP Port
B p3
Active Yes
Enabled Mao
IP Address H
TCP Dynamic Parts 0
TCP Port
B ips
Active Yes
Enabled Mao
IP Address 127.0.0.1
TCP Dynamic Parts 0
TCP Port
B ipan
TCP Dynamic Parts [
TCP Port
W
Active
Indicates whether the selected IP Address is active,

Cancel Agply Help

6. Add port 1433 as the TCP Port (this is the standard port for SQL).

TCP/IP Praperties ? >

Protocol [P Addresses

TCP Dynamic Ports ] ~
TCP Port
B ip3
Active Yfes
Enabled Mo
IP Address a1
TCP Dynamic Ports ]
TCP Port
= ip4
Active Yfes
Enabled Mo
IP Address 127.0.0.1
TCP Dynamic Ports ]
TCP Port
B 1pan
TCP Dynamic Ports Li]
EET N '
W
TCP Port
TCP port

Cancel Apply Help

7.You will need to stop and restart the service for changes to take effect. Return to the front page of the SQL Server
Configuration Manager and right-click on the running SQL server instance. Select Restart.



i Sql Server Configuration Manager — O x

File Action View Help

L ARANENEIN P RECROROR )

‘@ 50L Server Configuration Manager (Local) Marme State Start Mode Leg O
R e i . . ﬁ SOL Server Browser Stopped Other (Boot, Syste..  NTAU
E S0L Server Network Configuration (32bit e : Automati NT Se
> .. S0L Mative Client 11.0 Configuration (321 @L 5 Start on ic - NTA
~ H 50L Server Network Configuration o er (Boot, Syste..
B~ Protocols for SQLEXPRESS i
> Eb 50L Native Client 11.0 Configuration Pause
Resume
Restart
< > € >
Properties

Restart (stop and then start) selected service.

You are now ready to install the Recast Management Server .

Install Recast Management Server

After downloading Recast Management Server from the Recast Portal, open the installer by double-clicking on the .msi
file.

To install Recast Management Server:
1. When the Recast Management Server Setup Wizard opens, click Next.

2. On the 1IS Configuration page, you'll see the Server Name where you are installing the Recast Management Server.
You can also choose the IS port you would like to use for communication in your environment. We default to 444
because if the RMS is installed on a ConfigMgr server, as 443 is already in use by ConfigMgr.

&) Recast Management Server - Setup %

11S Configuration

Server Name I DEMO-RMS-TEST.dema.recastsoftware.com

IS Port {444

@ Previous || Next | | Cancel

3. On the Certificate Configuration page, you have the option to Generate a Self-signed Certificate or Use an
Existing IIS Certificate issued by a trusted internal Certificate Authority. You can select an existing certificate if you are
sure it is an IIS Certificate with modern encryption. If you are not sure, have the installer generate a self-signed


http://docs.recastsoftware.com/help/proof-of-concept-install-recast-management-server
https://portal.recastsoftware.com/

certificate. With a self-signed certificate, when users connect their Right Click Tools to the Recast Management Server the

first time they will be presented with a dialog box asking if they would like to trust the self-signed certificate. If they select
'Yes', they will not need to do any additional actions.

31 Recast Management Server - Setup %

Certificate Configuration

(®) Generate Self-Signed Certificate
() Use Existing 115 Certificate

DEMO-RMS-TEST.demo.recastsoftware.com (071AB634FE32B6894E0525EF0TFTEIDO

@ Previous | |

Next | | Cancel

NOTE: If your Recast Management Server is using a self-signed certificate, you'll need to import the certificate into
the Trusted Root Certificate Authorities Store on all devices that will have Recast Agents. For instructions on
importing a certificate to a local machine, see Certificate used by Recast Management Server is not trusted .

4. Set the SQL information from the SQL instance we installed earlier. If you used the default information from the install

instructions above, your SQL Configuration page will look like the one below. Click Test SQL Connection to verify that
you can connect to the SQL installation.

&) Recast Management Server - Setup %

5QL Configuration

If you would like the installer to automatically create the database and setup permissions,

add the user running setup to the sysadmin role on the SQL server before clicking Next.
This role can be removed after the installation finishes.

SQL Server Name IIDcthoSt\SQLEXPRESS

SQL Server Port 1433

Success

@ Previous | |

5. On the Import License page, you can either download the license file from https://portal.recastsoftware.com or enter
your Email address and Password from the portal to load your license.


http://docs.recastsoftware.com/help/certificate-used-by-recast-management-server-is-not-trusted
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@ Recast Management Server - Setup

Import License

Sign in with your Recast Software account to download your Recast RCT Enterprise
License. If you do not have internet access on this computer, visit the Recast Software
Portal to export a copy of your license and use the Add License button to add it.

Email | Expiration  8/7/2022 12:00:00 AM

Password I Device Count 1500
Download License

@ Previous || Next | | Cancel

6. On the Proxy Configuration page, enter the Service Account information you would like to use for the Recast Proxy.
The proxy must be installed for scheduling of Builder/Kiosk Manager actions, to have Right Click Tools actions run as a

Service Account, or to access Web Dashboards in the Recast Management Server. It is recommended that you install
Recast Proxy during your POC.

The Service Account that you use for the Recast Proxy must have at least full read permissions to Active Directory

and Configuration Manager, as well as the ability to read directly from the ConfigMgr SQL database, and the MBAM
Database if it exists. See Proxy Service Account Permissions.

31 Recast Management Server - Setup

Proxy Configuration

A Recast Proxy is required for scheduling Kiosk Manager and Builder actions as well as
Recast security scopes.

Domain Idemo.recastsoﬂware.com

User ITestPruxy

s

[] Do Mot Install Recast Proxy

User credentials valid

Password

@ | Previous || Next | | Cancel |

7. The next window will verify that your Proxy Service Account has permission to read from Active Directory. When you
click Test Domain Connection, it should read Success when completed successfully.


http://docs.recastsoftware.com/help/run-rct-actions-as-a-service-account-with-recast-proxy
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31 Recast Management Server - Setup

Domain Configuration

Enter and verify the information necessary to read from your Active Directory domain.

Domain Name Idemo.recastsoftware.com

Test Demain Connection

Success

@ Previous || Next | | Cancel

8. The next window is verifying that your Proxy Service Account has permissions to read from your Configuration
Manager installation. Note that your Service Account must have permission as at least a Read Only Analyst in
Configuration Manager, and must be allowed to read from the ConfigMgr Database directly.

See Configure Permissions for the ConfigMgr SQL Database .

3 Recast Management Server - Setup %

Enter and verify the information necessary to access your Configuration Manager
environment.

SMS Provider Idemo—memcm.demo.recastsoﬂware.com

Site Code  [RCT

SQL Server IDEMO-MEMCM.demo.recastsoftware.com

SQL Database  |CM_RCT

Test Confighgr Connectl'on|

Success

@ Previous || Next | | Cancel |

9. If you have STANDALONE MBAM in your environment, click on the greyed out screen to enter information about your
MBAM installation. Otherwise, click Install.


https://docs.recastsoftware.com/help/configuring-permissions-for-the-configmgr-sql-database

31 Recast Management Server - Setup b4

MBAM Configuration

Click Here to Configure MBAM

@ Previous || glnstall | | Cancel

10. The MBAM Configuration window checks that your Proxy Service Account has permission to read from the MBAM
database.

See Configure Permissions for the MBAM SQL Database.

31 Recast Management Server - Setup %

MBAM Configuration

Enter and verify the information necessary to access your MBAM environment.

Administration URL I https://demo-mbam.demo.recastsoftware.com/MBAMAdn

SQL Server Idemo—mbam.d ema.recastsoftware.com

Compliance Status DB IMBAM Compliance Status

Recovery & Hardware DB IMBAM Recovery and Hardware

Test MBAM Connecticn|

Success

@ | Previous || anstall | | Cancel

11. Click Install when the test is successful.

When Recast Management Server installation completes, you can click on the highlighted link to go to the Recast
Management Server URL, or you can click Finish and paste the URL into your browser.

You are now ready to Configure your Recast Management Server .

Enable IIS

The Recast Management Server requires IIS, which should be installed automatically during Recast Management Server
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installation. Otherwise, you can enable IIS manually in Server Manager.
To manually enable IIS, if necessary:

1. Open Server Manager and navigate to Manage > Add Roles and Features.

Manage  Tools  View  Help

Add Roles and Features

Remove Roles and Features
TO SERVER MANAGER

Add Servers

Create Server Group.

o Configure this local server Server Menager Properties

2 Add roles and features

3 Add other servers to manage
|
4 Create a server group
5 Connect this server to cloud services
Hide
E

) SERVER GROUPS
rver groups: 1 | Servers total: 1

2. When the Add Roles and Features Wizard opens, click Next.

3. Select Role-based or feature-based installation and click Next.

[ Add Reles and Features Wizard — a x
. . sesTiuaTioN seRveR
Select installation type WNTRGUZROHHS

Select the installation type. You can install roles and festures on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Install
4. Select your destination server and click Next.
T Add Roles and Features Wizard - O X
Select destination server A NTRTUZRDI S

Before You Begin Select a server or a virtual hard disk on which to install roles and festures.

liatior

Select a server from the server pool

Select a virtual hard disk

Server Roles Server Pool
Festures
Filtr:
Name 1P Address Operating System

Microsoft Windows Server 2019 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Install
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5. In Server Roles, click Web Server (11S). Click Add Features.

T Add Roles and Features Wizard - u] X

DESTINATION SERVER

Select server roles WNTREZRD

= - X
Select one or | & Add Roles and Features Wizard X

Roles Add features that are required for Web Server (IIS)?
Active reliable,

The following tools are required to manage this feature, but do not /eb

have to be installed on the same server.

Active,
Active|
Active|
Active|
Device]
DHCP
DNS S
Fax Sel

[ File an|
Host
Hyper
Netwo
Print af
Remof
Remof

Volum| Include management tools (if applicable)
Windk

< Previous Next > Install Cancel

4 Web Server (IlS)
4 Management Tools
[Tools] IIS Management Console

6. Confirm that Web Server (lIS) is selected and click Next.
7. 0n the Web Server Role (IIS) page, click Next.

8. When the Role Services page opens, click Next. (The default settings are fine for our install.)

f Add Roles and Features Wizard - [a] X
" 'DESTINATION SERVER
Select role services N TREMEA DS

Before You Begin Select the role services to install for Web Server (IIS)

Default Document
irectory Browsing
TTP Errors

Static Content

(] HTTP Redirection

Features

Installation Type Role services Description
Server Selection . ~]  Web Server provides support for
Server Roles 4 [¥] Common HTTP Features HTML Web sites and optional

support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an intemal or
external Web site o to provide an
environment for developers to
create Web-based applications.

[J WebDAV Publishing
“ Health and Diagnostics
HTTP Logging
[ Custom Logging
[ Logging Tools.
[ ODEC Logging
[J Request Monitor
[ Tracing
- Performance
Static Content Compression
[J Dynamic Content Compression
4 [V] Security &
< >

<Previous | [ Next> Install

9. Confirm your installation selections and click Install.

Enable .NET Framework

You can manually enable .NET version 4.6.2 or later via Server Manager.
Steps to enable:

1. Open Server Manager and navigate to Manage > Add Roles and Features.



Manage  Tools

Add Roles and Features

Remove Roles and Features
TO SERVER MANAGER

Add Servers

Create Server Group.

I o Configure this local server Server Manager Properties

2 Add roles and features

3 Add other servers to manage
4 Create a server group

5 Connect this server to cloud services

Hide

) SERVER GROUPS

rver groups: 1 | Servers total: 1

2. When the Add Roles and Features Wizard opens, click Next.

[ Add Roles and Features Wizard — [m] x

DESTINATION SERVER

Before you begin WNTRETEROHS

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such s sharing documents, or
Installation Ty hosting 2 website

Server Selection
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

I you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

< Previous

Install

3. Select Role-based or feature-based installation and click Next.

[ Add Roles and Features Wizard — a ®
; ] ossTATION seRveR
Select installation type WNTRGUZROHHS

T B Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offine virtual hard disk (VD).

Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Install

4. Select your destination server and click Next.



= Add Roles and Features Wizard — [m] X

A OesTiNaTION sesve
Select destination server N TRETRDHS
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Typa @ Select a server from the server pool
Tzaren O Select a virtual hard disk
Server Roles Server Pool
Features
Filtr:
Name 1P Address Operating System

169.254.30.26 Microsoft Windows Server 2019 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

5. On the Select server roles page, click Next.

6. On the Select features page, select .NET Framework > .NET Framework 4.x and click Next.

7. Confirm your installation selections and click Install.

Configure Recast Management Server

After installation, you'll need to configure your Recast Management Server. First, log into your Recast Management Server
interface using the same account that you used to install the Recast Management Server.

Windows Security X

Sign in to access this site

Authorization required by https://demo-rms-
test.demo.recastsoftware.com:444

= |

Domain: DEMO

oK Cancel

When you initially log in, the Recast Management Server homepage will appear.



D ‘ (3 Recast Management Server x ‘+ - =] X

< c (31 https://d test.demo.re: om:444 Y8 1=

Recast Management Server

Recast Management Server

Administration

Dashboards ‘Welcome to your Recast Management Server web portal

Setup Recast Proxy to run actions as a service account.
Setup Recast Agent to run actions as local system.

Get mare information on configuring Recast Scopes.
Get help setting up Recast Management Server.

To add yourself as a user:
1. Expand the Administration section in the navigation panel and select Permissions.
2. In the Recast Users section, click Add User.

3. In the Add User dialog that opens, enter your user account as the Name and click Search.

Add User

Name

SEARCH

4. Click Add to add the user to the Recast Management Server. The user will then appear in the Recast Users section.
Recast Users

ADD USER ADD GROUP

Name Identifier Group Actions

Marty Miller 5-1-5-21-924190459-3760613922-2577449956-1129 false D/ @'

Records perpage: & 1-10f1

All users must be assigned a role or they will not have permissions within Right Click Tools or the Recast Management
Server.

To assign yourself a role:



1. Click on the Edit icon (pencil) to the right of your name.

2. Under Role Assignments, select the Administrators role and click Save.

To check that your proxy is connected to the Recast Management Server:
1. Select Proxies in the navigation panel..

2. Check that the proxy that you installed is showing as 'Connected' and 'Authorized'.

Recast Management Server

Recast Proxies

A Home
= Adminisiration Computer Name User Name Connecied Version Authorized Actions
Agents DEMO-RMS-TEST TestProxy 48211010801 @ W
Audit Log
Records perpage: 5 1-1of1

Device Sources

Licenses

Logging

Permissions

Proxies

In order to configure the Recast Management Server so that the Recast Proxy can function, you'll need to add a route for
the Proxy.

To add a Recast Proxy route:

1. Select Routes in the navigation panel. By default, you should see the Recast Agent and Right Click Tools routes listed in
the table.

Recast Management Server

~ Routes
Home

— e Routes determine which Recast Proxy your Recast actions are sent to. Drag and drop the routes to reorder them in the table. Routes are priority based - the first route to successfully matched is
chosen,

Agents

cov:
Audit Log

Proxy Computer Name Proxy Usemname Role Scope Name Route Type Actions
Device Sources

e F Recast Agent D/ @
Logging H Right Click Tools & W

Permissions

Proxies

Routes.

2. Click Create.

3. In the Create Route window, set the route Type to Recast Proxy.
4. Select the proxy that was installed on your RMS server.

5. Under Role, select Administrators.

6. Click Create.



After clicking create, you will see the changes that you made appear at the bottom of the Routes table. Click to Save this
configuration.

Optional Step: If you would like to run actions as the Proxy Service Account, you can drag the Recast Proxy route from
the bottom of the list to the top. This will ensure that the action is run as that service account.

You are now ready to install Right Click Tools.
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